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Abstract

Distributed management of data is one of the most
important problems facing grids. Within the En-
abling Grids for Enabling eScience (EGEE) project,
currently the world’s largest production grid, a so-
phisticated hierarchy of data management and stor-
age tools have been developed to help Virtual Organ-
isations (VOs) with this task.

In this paper we review the technologies em-
ployed for storage and data management in EGEE,
and the associated Worldwide LHC Computing Grid
(WLCG). We describe from low level networking and
site storage technologies, through data transfer and
cataloging middleware components. A particular em-
phasis is placed on deployment of these services in a
large scale production environment. We also examine
the interface between generic and VO specific data
management, taking the example of the ATLAS high
energy physics experiment at CERN.

Keywords: Grid Computing, Data Management, Grid
Storage

1 Introduction

The EGEE project, (EGEE Website 2006), is an EU
funded project to develop a large scale eScience in-
frastructure for Europe. Now comprising over 200
distinct sites offering resources (see Figure 1), the
project, now in its second phase, also has extensive
links beyond Europe. One of its key goals is to de-
velop a generic middleware stack, known as gLite
(gLite Website 2006), to provide a high level of infras-
tructure for Virtual Organisations (VOs) using the
grid to tackle their problems.

One of the key application areas for EGEE is high
energy physics, with a particular orientation towards
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the Large Hadron Collider (LHC) experiment, cur-
rently under construction at CERN and due to be-
gin data taking in 2007. The project to provide the
computing infrastructure for the LHC is the World-
wide LHC Computing Grid (WLCG), which is a very
important part of the EGEE project. The WLCG
project also uses resources from the Open Science
Grid (OSG Website 2006) in the United States and
NorduGrid (NorduGrid Website 2006) in Northern
Europe.

Figure 1: European EGEE/WLCG Sites

1.1 The Data Management Problem

Reliable movement and storage of data is a corner-
stone of distributed systems. For data grids, where
the volumes of data to be moved are huge, data man-
agement must offer a high degree of control, to ensure
that data is placed correctly for processing and safe
keeping; but also offer a view at a sufficiently high
level to ensure that data placement can be managed
efficaciously. Robustness of data storage and replica-
tion is also paramount – the data management sys-
tem must be able to cope with as many errors itself as
possible, saving valuable human time for those events
where intervention really is necessary.

However, experience in the predecessor to EGEE,
the European Data Grid (EDG) project, showed that
these goals are difficult to achieve. Many problems
were encountered with data management – particu-



larly that driven by grid jobs themselves (Baud and
Casey 2004, Burke et al. 2004).

• When jobs triggered a data transfer from a re-
mote site they would be unaware if the file re-
quested was already in transit, usually requested
by another job.

• File transfers were triggered without any controls
on resources at the source and destination, often
leading to overloading of storage elements at sites
and consequent failure.

In addition performance problems with the file
catalogs developed for EDG meant that catalog up-
dates could fail, which led to retransmission of already
transferred files, increasing load and further reducing
efficiency.

Having seen how badly affected a data grid could
be by poor data management middleware, concerted
efforts were made in EGEE to improve data manage-
ment software.

These efforts have improved data management
considerably: from new storage solutions offering
manageable SRM functionality to even the smaller
sites (Section 3.2.3), new middleware components im-
proving the robustness of file transfers (Section 4)
and improvements in the file catalogs offered in the
grid (Section 5.1). In addition dedicated high perfor-
mance networking (Section 2.1) has been provisioned
to carry the huge amounts of data that the LHC ex-
periment will generate.

An overview showing how the different compo-
nents described in this paper connect is shown in Fig-
ure 2.
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Figure 2: Overview of data management components
in EGEE

2 Networking

2.1 The LHC Optical Private Network

The network is clearly a fundamental component for
any grid – good networking is the zeroth law of grid
computing. Without the ability to move data and
results between sites the grid cannot exist.

This is particularly apparent in data grids, where
such huge quantities of data need to be moved that
this becomes one of the most expensive operations on
the grid.

The Large Hadron Collider, currently under con-
struction at the European Centre for Nuclear Re-
search (CERN) in Geneva represents an extreme in
data volumes, as it will generate upwards of 14PB of
data a year, which requires to be distributed across
the EGEE, OSG and NorduGrid grids. Such data
volumes cannot be handled with current production
networks, and so have required the provisioning of
optical private network (OPN) links between CERN
(Tier-0 centre) and the key computing centres around
the world (Tier-1 centres). These links will provide
dedicated 10Gb network pipes for LHC data trans-
port.

2.2 Regional Networking

The requirements on networking from the Tier-1 cen-
tres to the smaller regional computing centres (Tier-2
centres) are much less arduous. In general, therfore,
this networking is provided through the national aca-
demic networks in the region (NRENs).

Some Tier-2s, however, have a particularly large
processing capacity for LHC work, and so in these
cases sites may be connected to national high perfor-
mance optical networks.

2.3 Data Transport Layers

As with all production network links data transport
between sites is managed using TCP. TCP is the
proven technology for providing reliable data flow be-
tween sites.

On top of TCP, a modified version of the stan-
dard FTP protocol (RFC959 1985) is used. Known
as GridFTP, this protocol builds on standard FTP
to incorporate x509 based security (RFC2228 1997),
allowing seamless interaction with Grid Security In-
frastructure (GSI). GridFTP also includes extensions
(RFC2389 1998), such as multi-streaming, which can
help to utilise the full bandwidth available on network
links (Allcock 2003).

Currently it is GridFTP version 1 (from Globus
Toolkit 2) which is supported in the EGEE storage
solutions, however moves are underway to use the new
GridFTP version 2 protocol (from Globus Toolkit 4)
as this alleviates many problems experienced from
the interaction of GridFTP with firewalls, and ad-
dresses some of the limitations of the version 1 pro-
tocol, (Mandrichenko 2003).

2.4 Network Optimisation

As part of the process of optimisation of data trans-
port on the grid the network stacks on the source
and destination hosts must be tuned. This must be
done carefully, lest the stability of the machine be
affected by overly aggressive kernel settings (Cowan
et al. 2006), but on long links use of advanced TCP
congestion control algorithms, such as TCP-BIC (Xu
et al. 2004), can provide a noticeable performance
benefit (Ferrari et al. 2006).

3 Storage Technology

As the storage requirements of some of the EGEE
VOs (particularly the LHC experiments) are so con-
siderable, computing centres are required to provide
large amounts of storage. This ranges from custodial
long term tape storage provided at the Tier-0 and



Tier-1 centres, to shorter term disk based storage at
the smaller Tier-2 centres.

3.1 Storage Interface: SRM

A design goal of the grid is that this range of storage
technologies should be, as far as possible, transparent
to the VOs. In order for this to happen an abstract
layer needs to be provided on top of the particular
storage implementation used at each site.

The Storage Resource Manager (SRM) working
group (SRM Working Group 2006) has been set up
with just such a goal in mind. SRM provides a web
service interface to storage, offering the basic func-
tionality necessary to add files to a storage element,
srmPut(); extract them, srmGet(), or delete them,
srmAdvisoryDelete().

Currently in EGEE it is SRM version 1 which is
deployed and used (Bird et al. 2001). However, the
functionality available through SRM v1 is not suffi-
cient for the LHC VOs. In particular deficiencies were
identified in regard to being able to control storage
on tape, which is very secure, but slow, as opposed
to data held on disk, which is a more fragile medium,
but has a much faster access time. Indeed, use cases
have been identified where LHC VOs require data to
be held on tape and on disk simultaneously.

This functionality is being addressed in SRM v2.2,
which is being developed rapidly for deployment later
this year. This introduces reserved spaces, which can
be tagged with the properties required by the VO
(e.g., disk only, optimised for wide area access). In
this way users can request the particular types of
space necessary for particular sets of data.

3.2 Site Storage

As the scope and scale of storage services required
from Tier-0 down to Tier-2 centres is so huge, it is no
surprise that there is no single software product which
can deliver the sophistication required by the Tier-0,
yet be simple enough to be managed by a Tier-2.

3.2.1 CASTOR 2

To manage storage at CERN the CERN Advanced
STORage manager has been developed (CASTOR
Website 2006, Ponce 2006). This is a continuation of
development which started with the SHIFT system
(Scalable Heterogeneous Integrated FaciliTy), which
then developed into CASTOR 1 in the late 1990s.

The design goals of the CASTOR 2 system are
to provide reliable central data recording of the data
from the LHC experiments, as well as transparent
access to this data. CASTOR 2 is designed around
a mass storage (tape) system, and is therefore not
suitable for deployment at sites without this facility.

CASTOR 2 provides a single namespace for all
the files it manages. Access over the LAN is provided
via the rfio and root protocols (support for xroot,
the eXtended root protocol, is under development),
with WAN access being mediated through SRM and
gridftp.

Architecture CASTOR 2 has been designed
around a central RDBMS system, which handles, as
much as possible, the state of the system. Develop-
ment now focuses on Oracle (support for PostgreSQL
is frozen), and the resilience of this database is key to
CASTOR’s reliability.

Around this database core all daemons are de-
signed to be stateless, allowing for redundancy and
daemon restarts without loss of service.

The key component of CASTOR 2 has been the
new stager, the component which manages the disk
pools in front of the tape system (see Figure 3).

Figure 3: Architecture of CASTOR 2

In order for the stager to manage access to files
on the disk pool it uses a scheduler plugin. This bal-
ances the load on each of the disk servers and can also
provide policy and ‘fair shares’ considerations to file
access. The scheduling problem for disk pools is in
fact rather similar to that faced in computing farms
(Lo Presti et al. 2006) and CASTOR currently uses
the commercial LSF batch system scheduler. Support
for the Maui scheduler is currently frozen.

CASTOR has the ability to dynamically replicate
‘hot’ files, and even to switch access on an open file
to a less busy replica.

Logging and Monitoring A system as complex as
CASTOR 2 needs constant monitoring to ensure the
service is performing at an optimal level. Integration
with the LEMON (LHC Era Monitoring) system at
CERN is advanced, with alarms being issued when
any abnormal conditions are detected. Logging for
CASTOR 2 is done into the Oracle database, allowing
the central gathering of logging information, plus the
ability to cross query logs from different services.

Deployment and Status As CASTOR 2 is such a
large installation it only exists at the largest sites in
EGEE. These are CERN, plus 4 of the WLCG Tier-1
centres. The CASTOR 2 instance at CERN currently
manages more than 50 million files and 5PB of data.

3.2.2 dCache

dCache (dCache Website 2006) is a system jointly
developed by Deutsches Elektronen-Synchrotron
(DESY) and Fermilab that aims to provide a mech-
anism for storing and retrieving huge amounts of
data among a large number of heterogeneous server
nodes, which can be of varying architectures (x86,
ia32, ia64). It provides a single namespace view of all
of the files that it manages and allows access to these
files using a variety of a protocols, including SRM. By
connecting dCache to a tape backend, it becomes a
hierarchical storage manager (HSM).

Architecture An operational dCache system is
composed of a number of domains, each running in
its own Java virtual machine. Each domain (and its
constituent cells) has a specific role to play, such as



dealing with file access requests from clients, updating
the filesystem namespace or facilitating communica-
tion between domains. The disk storage is partitioned
into a set of disk pools, each of which can be assigned
properties which control how files within the dCache
behave, depending upon particular client requests. It
is possible for all dCache services to exist on a single
node, however, typical deployments (particularly at
the Tier-2 level) have the SRM and namespace ser-
vices separated from the data transport and disk pool
services.

dCache Namespace The single dCache file
namespace is provided by PNFS, the ‘perfectly nor-
mal file system’. Written in C, PNFS provides a
filesystem namespace view through an nfs2/3 inter-
face. Chimera is the next generation replacement to
PNFS and is currently undergoing evaluation. Like
dCache, it is written in java. Chimera will provide
filesystem emulation, based on a relational database
management system which will allow for efficient
lookup of file metadata.

File Access dCache provides local area access to
its managed files though a LAN access protocol dcap
(dCache access protocol) or xroot. WAN access
is provided using dCache’s own implementation of
GridFTP, as well as the SRM protocol.

A recent enhancement to dCache is the ability to
configure multiple I/O queues. Such a system allows
for WAN and LAN file access to be separated, pre-
venting the (slower) WAN I/O from blocking (fast)
user access to files across the LAN.

Advanced Features Built into dCache is the abil-
ity to automatically load balance the system upon the
detection of hot spots (i.e. files that generate a lot of
read requests). In this case, the dCache will replicate
the files in question to other disk pools in an attempt
to smooth the overall load pattern. If all pools hold-
ing the particular dataset are busy then the dCache
can stage the files in from a tertiary storage system
(if present). Upon the arrival of a specific set of files,
they can be automatically flushed to tape or moved
to a set of disks that are configured specifically for
clients to read files from them.

The dCache replica manager module allows for a
dCache instance to operate with additional resiliency
by controlling the number of replicas of each file
within the system. The administrator can set the pol-
icy such that there will always be between N and M
files available, each on a separate pool. This implies
that all files will remain available in the case of pool
failure or pool downtime for maintenance. Operating
dCache in resilient mode can allow for efficient util-
isation of available disk space present on the worker
nodes of a batch farm.

dCache has an advanced pool selection mechanism
that allows the system to be configured such that data
is written or read to specific pools depending upon the
IP address of the client, the PNFS directory the client
is trying to write to, the protocol being used and the
direction of the data flow. This allows for a single
dCache instance to be partitioned. For example, if
an experiment uses xrootd to access its data, then
dCache can ensure that all files owned by the exper-
iment are held on a particular set of disk pools that
have been paid for by the experiment.

There is a command line interface (accessed via
ssh) and a GUI that can be used for controlling pool
setup and the load balancing configuration.

Status of Deployment and Support As of the
writing of this paper, dCache has been deployed
in a production environment at almost 40 WLCG
sites. The scalability of dCache can be demonstrated
by studying the composition of these sites. They
range from small single machine installations that
are present at some Tier-2 sites, all the way up to
large LHC experiment specific centres such as that
at Fermilab. This dCache installation is composed of
around 300 pools, serving on the order of 200TB of
data a day and dealing with 50 file open requests per
second. Work done by the UK’s GridPP collaboration
(GridPP Website 2006) has significantly improved the
integration of dCache with the WLCG installation
method, YAIM.

Support for dCache users and administrators
comes from a variety of sources. The dCache “Book”
(de Riese et al. 2006) contains information about the
system architecture and instructions for deployment.
In addition, there is an active community of dCache
users who support each other via the user-forum mail-
ing list and a direct dCache support list. Workshops
are regularly organised to discuss the latest dCache
deployments and configurations.

3.2.3 DPM

The gLite Disk Pool Manager (DPM) was originally
developed by the LCG project at CERN, specifically
to address the issue of Tier-2 storage. It has now
been adopted as part of the EGEE gLite middleware
stack. Its emphasis is on ease of configuration and
maintenance – Tier-2 centres rarely have dedicated
storage support staff and the main requirement is for
a storage system which will work reliably and simply
with minimal interventions.

DPM is also oriented towards the hardware setups
found in a typical Tier-2 centre, in particular DPM
only supporting disk based installations.

Architecture DPM’s architecture is shown in Fig-
ure 4. Separate daemons control the namespace
(DPNS); the status and configuration of the disk
pools and filesystems (DPM); the SRM service
(SRMv1 and SRMv2). For a typical Tier-2 all of these
daemons coexist on the same machine, but if a larger
deployment is undertaken, these daemons can be run
on separate nodes.

DPM is written entirely in C, and much of the
nameserver code is shared with CASTOR.

DPM disk servers, the machines on which the stor-
age is actually hosted, run gridftp daemons for WAN
transfers and and rfio daemons for LAN access.

Disk Server

Disk Server
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Figure 4: Architecture of DPM

DPM requires a backend database to operate. In
most Tier-2s MySQL is used, although support for
Oracle is also provided.



Configuration Almost all of the configuration for
DPM is held in its database, which makes DPM very
easy to configure via its command line utilities. Given
that Tier-2 centres have limited time to spend on
managing their storage resources good support for
DPM is given through the YAIM configuration tools.

Load Balancing DPM applies a round robin ap-
proach to selecting filesystems for incoming data.
While this is not very sophisticated, compared to
dCache or CASTOR, it should suffice for EGEE Tier-
2 centres. It does require Tier-2s to make important
decisions about the system’s layout at deployment
time (Lemaitre and Baud 2006).

Support for replication of files within DPM, i.e.,
having two physical copies of ‘hot’ files, is available,
but at the moment no automatic replication features
are provided.

Maintenance In order to ease the life of Tier-2
system administrators utilities are provided in DPM
to drain filesystems and migrate data to other disk
servers, allowing maintenance work and scheduled in-
terventions on the system.

Status of Deployment and Support DPM is de-
ployed at more then 70 sites within EGEE. Support is
provided primarily through the EGEE regional opera-
tions centres. Access to developers and other experts
is provided through the GGUS ticket system.

3.3 Storage Optimisation

Part of the goal of the WLCG service challenges has
been to ready the infrastructure of the grid for data
taking at the LHC. Storage optimisation has played
a large part in this.

Tier-1 centres have tuned their systems through
the WLCG ‘service challenge’ transfer tests. This
has achieved a peak rate of 1600MB/s exported from
CERN around the world, as seen in Figure 5.

Figure 5: Disk to disk transfer tests as part of WLCG
service challenge 4

For Tier-2 centres the EGEE Regional Operations
Centres (ROCs) have taken the lead in testing. The
UK-Ireland ROC undertook an extensive series of
tests of its Tier-1 to Tier-2 data transfer rates. This
revealed a considerable number of problems at Tier-2
centres whose storage, up to that point, had not been
particularly stressed (Stewart 2006).

In particular the following lessons were learned:

• Separation of the SRM service node from the disk
server pools improves reliability greatly.

• As the i/o from each disk server is limited, a
number of smaller disk servers will perform bet-
ter than a single large one.

• Network provisioning is time consuming and
needs to be undertaken well in advance of need.

More detailed tests of filesystems and transfer pa-
rameters relevant to smaller sites have also been un-
dertaken (Cowan et al. 2006), which has shown that
modern filesystems, such as xfs, can improve transfer
rates by a significant margin.

4 File Transfer Service

As noted in Section 1.1, the reliable transport of
data is one of the cornerstones of distributed systems.
Transport mechanisms have to be scalable and effi-
cient, making optimal usage of the available network
and storage bandwidth. In production grids the most
important requirement is robustness, meaning that
the current high performance transfer protocols need
to be run over extended periods of time with little
supervision. The transfer middleware has to be able
to apply policies for failure, adapting parameters dy-
namically or raising alerts where necessary. In large
Grids, we have the additional complication of hav-
ing to support multiple administrative domains while
enforcing local site policies.

The gLite File Transfer Service (FTS) is a Grid
fabric infrastructure service designed to provide sites
with a reliable and manageable way of serving the file
movement requests of their VOs. Some of the key
concepts of the FTS are outlined below.

4.1 Channels and Management

To ease management of the service, users’ transfers
are assigned to different channels upon submission.
Each channel corresponds to a specific point-to-point
link between two sites or between groups of sites. An
FTS server serves a configurable set of channels. Ev-
ery channel is unidirectional, i.e., it is intentional that
different FTS instances may serve the two directions
of a network link between two sites. Usually the re-
ceiving site configures the corresponding channel, as
it is shown below.

Figure 6: The dedicated channels layout in a multi-
tier hierarchy

The channel is the logical unit of management of
the service. All transfers on the same channel share
the same properties (such as what transfer mode they
are running, the default TCP buffer size, default num-
ber of parallel streams, etc.). The bandwidth used
and the relative VO shares are also controllable sep-
arately for each channel. Individual channels may
be turned off without affecting the others, for exam-
ple if a site needs to go down for a manual inter-
vention. User’s jobs are queued while the channel is



switched off. We distinguish between Dedicated and
Non-dedicated channels.

Dedicated channels correspond to point-to-point
connections between sites. In the optimal produc-
tion case these are dedicated network links where the
FTS is set up to have full control over the reserved
bandwidth and the capacity is not shared with any
other service. If some sharing exists, the parameters
can still be tuned empirically to achieve an average
high bandwidth but it is of course more difficult to
maximise bandwidth usage at all times in this case.
Usually the FTS runs two channels, one for each di-
rection of a dedicated channel.

Non-dedicated or ‘catch-all’ channels correspond
to groups of sites, for example, ‘all other sites to
me’ or the full catch-all ‘everywhere to everywhere’.
These are ideal for small VOs, where the adminis-
trative burden of many channels is excessive. For
larger scale production environments, they also serve
to ”sweep up” the transfers that are not otherwise
assigned to the main dedicated channels.

4.1.1 Client Interaction

The users of the service interact with it via a webser-
vice which exposes a SOAP based interface. The ser-
vice uses a submit / poll pattern for job submission.
Each transfer job may contain multiple file transfer
requests. The job’s state machine is exposed to the
users following the basic Submited, Pending, Active,
Done/Failed pattern. Full information on job or file
failures is provided to the client upon terminal failure
of a job.

The calls to the service are secured via X509 cer-
tificates, and full audit is available to the service ad-
ministrator. The actual transfers are performed us-
ing the user’s X509 credentials retrieved and renewed
from a Myproxy server, so the source and destina-
tion SRM servers also have full audit of who has been
using them.

Future work is planned to provide a notification
mechanism for clients (to avoid them having to poll
for the job status). It will make use of a suitable
existing notification transport (e.g. basic XMPP or
a more advanced and persistent MQ based messaging
system).

4.1.2 Administrator Interaction

The service defines multiple classes of administrator:
service administrator, VO administrator, and channel
administrator.

• VO administrators have full access to the details
of transfers belonging to users of their VO. They
can view, cancel and reprioritise these as neces-
sary. Typically a VO manager, with responsibil-
ity for bulk data movement of the VO, will have
this role.

• Channel administrators have full access to details
of transfers assigned to their channels. They can
view, cancel, and hold these transfers. They are
also able to change the operational parameters of
the channels such as the current bandwidth util-
isation, stopping a channel for a manual inter-
vention, etc. Typically, the site administrators
of the source and destination of a channel will
have this role.

• Service administrator has the rights to create and
drop new channels and assign new administra-
tors. They also have fuller access to the logs and
monitoring functions of the service.

The roles are fully definable on the server and are
authorised by X509 certificate subject name or Vir-
tual Organisation Membership Service (VOMS) role.

Further monitoring is available, via the web-
service statistics interface. Web-based summaries de-
scribing service utilisation and current service prob-
lems are in preparation. These will allow the site
administrators to know immediately if there are any
problems with their storage services (from the client
point of view) and will provide debugging information
to them.

4.1.3 Server Architecture

The FTS server consists of multiple distinct compo-
nents, with minimal coupling to ensure maximum ser-
vice availability. It was a design goal to be able to
upgrade, fix and stop one part of the service with-
out impacting upon the rest of the service. For ex-
ample, the channel agents can be down for upgrade
while the web-service stays up, ensuring that clients
are still able to submit new jobs and query the sta-
tus of existing ones while the intervention is ongoing.
The agents daemons are distinct and are designed to
be spread over multiple machines to cope with the
load. The components are:

• the database. This is the only critical component
of the service since all the state of the service is
kept here. All components share access to the
same schema. The FTS currently only supports
an Oracle based schema, though work is ongoing
to port a ”light” version of the service to MySQL.
The service will run on any current version of
Oracle (9i or 10g). We rely on the availability
features of Oracle 10g (Oracle Real Application
Cluster) to provide maximum availability for this
critical component.

• the web-service. This exposes the secure SOAP
based interface allowing users to submit and
query jobs. It also exposes a WSDL for chan-
nel management functions for authorised chan-
nel administrators. The server is stateless and
is designed to be load-balanced (for example by
DNS load-balancing) for maximum performance
and availability.

• the VO agents. These daemons work on specific
states of the job, and apply VO-specific policies
to the job. For example, the VO agents are re-
sponsible for applying the retry policy in case of
a transfer failure and this may be different for
different VOs. The VO agent also has hooks for
extra pre- and post-transfer plugins, such as VO-
specific cataloguing operations.

• the channel agents. These are responsible for
performing the actual transfers for a given chan-
nel, handling the interaction with the SRM and
gridFTP servers. Both third-party gridFTP and
SRM copy transfers are supported.

The VO agents plug-in via a Python based plug-in
mechanism to allow VOs to replace the default retry
policy and cataloguing policy with their own policies.

4.1.4 Deployment

The FTS is currently deployed on the EGEE pre-
production testbed and is deployed in production for
the WLCG. There are choices to be made in how to
deploy the FTS servers so as to provide full trans-
fer coverage with the minimum amount of resource
utilisation. The deployment should:



• provide full coverage for all the use cases. i.e.
there should be no use-cases whose transfers can-
not be accomplished by some FTS server in the
transfer network;

• it should prefer dedicated channels for the major
production point-to-point links. This way sites
have fuller control over these major production
channels;

• each FTS server should have a manageable set of
channels. For example, having a single server for
the whole Grid defining a vast n(n− 1) mesh of
channels is not manageable;

• the servers should go where the manpower re-
sources are concentrated, as much as possible.
This usually means preferring national comput-
ing centres, and making that centre responsible
for all transfers belonging to its country.

For the LCG production grid, there is a single
server at CERN which is responsible for all the data
going into or out of CERN; the largest data flows are
between CERN and the Tier-1 national labs. These
are managed on dedicated FTS channels which run
transfers over the dedicated network links of the OPN,
described in Section 2.1.

Each national Tier-1 centre has an FTS server
which is responsible for pulling data from other Tier-
1 centres and is responsible for controlling the data
transfer into its associated Tier-2 sites. Typically,
the Tier-1 centre defines one channel per other Tier-1
centre, pulling data from it. It makes use of various
catch-all channels to serve the lower bandwidth needs
of the Tier-2 centres.

For reasons of manpower and to reduce the overall
complexity of the transfer network, FTS servers are
not usually deployed at Tier-2 centres.

5 File Catalogs

As noted in Baud and Casey (2004) poor file cat-
alog performance in EDG severely impacted on the
data management functionality available to VOs, and
placed severe limits on the numbers of files which
could be handled.

File catalog implementations typically assign a
unique identifier to each catalog entry, usually called a
Globally Unique Identifier (GUID). This GUID then
maps to an entry in the catalog’s namespace, known
as a Logical File Name (LFN) and to the physical
replicas of this file, known as the Site (or Storage)
URLs, or SURLs.

The catalog design in EDG used a separate catalog
to map GUIDs to SURLs (in the the Local Replica
Catalog, LRC) and to map GUIDs to LFNs (in the
Replica Metadata Catalog (RMC). This meant that
queries which required access to information in both
catalogs were particularly slow.

5.1 LFC

To address the problems with the EDG catalog tools,
a new file catalog was designed, the LCG File Catalog,
or LFC.

The schema architecture of the LFC, shown in Fig-
ure 7 unified the LFNs, GUIDs and SURLs in a single
database, greatly speeding up queries.

The LFC is implemented in C and shares code with
the CASTOR and DPM nameservers. Both MySQL
and Oracle database backends are supported for the
LFC.

LFN
GUID
System Metadata (size, 
ownership, permissions, 
ACL, ...)

File Metadata

User defined metadata
User Metadata

Symlink Name
Symlinks

Storage File Name
Storage Server

File Replica

Figure 7: Architecture of LFC’s schema

5.1.1 Performance

Baud et al. (2005) evaluated the performance of the
LFC and found that, even on modest hardware, mil-
lions of entries could be sustained and that query
rates of 100s per second could be sustained.

5.1.2 Deployment and Operations

Due to the critical importance of the central file cat-
alog for the LHC VOs, the central catalogs at CERN
are deployed using a redundant Oracle database back-
end.

In addition LFCs can be deployed as local cata-
logs and these are used by several of the LHC VOs,
including ATLAS. Currently there are about 50 local
catalog instances in EGEE.

6 VO Data Management

Despite the improvements in data management tools
described above, the complete set of data manage-
ment functionality offered can still be below that re-
quired by a particular VO. One of the principal limi-
tations is that data management, for the middleware,
happens at the file level – there is no general concept
of filesets or data groupings.

Although there are some moves to develop generic
higher level data management components, e.g., the
gLite AMGA metadata catalog, frequently the prob-
lem is encountered that at the higher level each VO
sees their data in quite a specific way. While efforts
to find generic solutions will continue, it often falls
to the VOs themselves to design and implement the
higher levels of data management functionality.

As an example of this, within the WLCG context,
we examine the ATLAS experiment’s data manage-
ment system, Don Quijote 2.

6.1 Don Quijote 2

The ATLAS experiment’s distributed data manage-
ment system, called Don Quijote (DQ2) (Branco
et al. 2006), is designed to interact with the underly-
ing Grid middleware services to provide a single entry
point for ATLAS users requiring access to data and to
implement the data flow as described in the ATLAS
Computing Model (ATLAS TDR 2005).

The scope of the system encompasses the manage-
ment of file-based data of all types (event data, condi-
tions data, user-defined file sets containing files of any
type). The requirements, design and development of
the system draw heavily on the 2004 Data Challenge
2 experience gained with the ATLAS-developed Don
Quijote distributed data manager (DQ) and the Grid
middleware components underlying it. The other
principal input is the experiment’s Computing Model,
which provides a broad view of the environment and
parameters the DQ2 system must support.



6.1.1 Design

The system architecture is based on the grouping of
file-based data into datasets, which are collections of
files. A set of catalogs store information on the loca-
tion of datasets, their constituent files and associated
system metadata. Data movement is requested at the
dataset-level and a distributed set of agents interact
with the file-level Grid middleware services described
above to control the data movement and cataloging.

6.1.2 Datasets

Datasets are the unit of data movement in ATLAS
and typically contain event data sharing some asso-
ciation (temporal, physics selection, processing stage,
etc.), but can contain any sort of file-based data. All
files managed by DQ2 are constituents of datasets. A
file can be a constituent of multiple datasets. Con-
stituent files are identified by logical identifiers (LFN,
GUID). Datasets hold a mutability state, which can
be open or frozen (permanently locked). Datasets
that are not frozen can have files added to them and
can be versioned, to support discrete changes in their
content tagged by version IDs.

6.1.3 Dataset Catalogs

A set of catalogs store information on the location of
datasets, their constituent files and associated system
metadata. These catalogs and their interactions are
shown in Figure 8.

Figure 8: The DQ2 dataset catalogs and their inter-
actions.

The dataset repository is a catalogue of datasets.
Each dataset is represented by one entry in the cat-
alogue, identified by a unique ID and a name string
(also unique). The repository catalogues DQ2 sys-
tem metadata for datasets, and all dataset versions.
It serves as the principal catalogue and lookup source
for datasets defined and made available by DQ2.

The dataset selection catalogue is the catalogue by
which physics selections are made to identify datasets
of interest. It is not a part of DQ2, but receives in-
formation from DQ2 (the dataset repository) on file-
based datasets and associated metadata.

The dataset content catalogue records the logical
file constituents of datasets. This catalog records all
(logical) files managed by DQ2, with global scope, so
scalability is a major issue. Organisation of files into

datasets produces a manageable system. Physical file
locations at a site are available only at the site (SE)
level, which is the level at which this information is
managed and relevant, via the local file catalogue.

The data location catalog provides lookup of the
site locations at which copies of datasets can be found.
Once the site on which a dataset resides is known, the
local file catalog at the site is contacted to resolve the
SURL corresponding to the physical file location.

The data subscription service enables users and
sites to obtain data updates in an automated way
via ‘subscriptions’ to mutable datasets, as described
in the next section. The subscription catalog stores
subscriptions of datasets to sites.

6.1.4 Data Movement

All managed data movement in the system is auto-
mated using the subscription system. The idea is that
a site subscribes to a dataset, and DQ2 services res-
ident at the site act to keep the site’s copy of the
dataset up to date with respect to any changes that
might be made to the dataset over time. Data move-
ment is triggered from the destination side, such that
local uploading can be done using site-specific mecha-
nisms if desired, with no requirement that other sites
be aware of these specialised mechanisms. A number
of independent entities per site are involved in the
data movement process, interacting with Grid mid-
dleware services to perform the principal steps of the
movement process: fetching of the set of logical files
to be transferred on the basis of the dataset content
minus any files already present locally; replica resolu-
tion to find the available file replicas via the dataset
location catalogue, content catalogue and local replica
catalogues; allocation of the transfers across available
sources according to policy; bulk reliable file transfer;
and file- and dataset-level verification of the transfer.

Deployment The data movement agents are de-
ployed to the same level as LFC and FTS services, i.e.,
one set of agents at CERN (the Tier-0 centre) and one
at each of 10 Tier-1 centres that handle ATLAS data.
The ATLAS computing model assumes a hierarchi-
cal style of data movement, with direct data transfer
from CERN only to the Tier-1 centres and from each
Tier-1 centre to a ‘cloud’ of associated (usually ge-
ographically) Tier-2 centres. The agents running at
each Tier-1 centre manage data flow within this cloud
of associated Tier-2 centres and pulls data to the Tier-
1 from CERN and other Tier-1 centres. Locating the
agents within the same site as the Grid middleware
services reduces greatly the penalty of communication
with them, especially the LFCs, which are queried
very frequently.

6.1.5 Experience

DQ2 has been heavily tested in the framework of the
LCG Service Challenges, which has provided a means
of testing both the scalability of DQ2, and also test-
ing of the integration with Grid middleware services.
For these challenges a ‘Tier-0 exercise’ was run – a
scaled down practice run of the data movement that
will flow from CERN when the detector starts oper-
ation. The exercise consisted of generating fake raw
data at CERN, processing the data at CERN and
shipping out the raw and reconstructed data to Tier-
1 centres and then to Tier-2 centres using DQ2. At
operational level, the data throughput from CERN
to all Tier-1 centres is 780MB/s and each Tier-1 cen-
tre ships 20MB/s of data shared among its associated
Tier-2 centres. These exercises have proved very use-
ful and have led to large improvements in DQ2, espe-



cially in the areas of monitoring of data transfer and
the stability of the agents. At the time of writing the
services run themselves with very little manual inter-
vention and are moving data at an average rate of 1
PetaByte per month.

7 Conclusions

Data management has evolved rapidly within EGEE
in the last few years. New services have been in-
troduced and improvements in existing services have
been made.

As the time when the LHC gathers data ap-
proaches, emphasis is now on service stability rather
than adding new features. Frequently problems and
weaknesses which do not arise in testing are exposed
when services are used across the 200 EGEE sites. At
the time of writing each of the LHC experiments are
undertaking major Physics Data Challenges – these
are difficult, but essential, tests of the end to end
functionality of the grid systems involved.

However, the very difficulties involved in providing
data management at such a scale have also ensured
that the development of genuinely robust and perfor-
mant grid level middleware is well on its way to being
completed.
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