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Overview
This work started after suggestions from several Grid site administrators that it would be very useful to document all potential Grid Security problems and to try to get them fixed. It was apparent that a lot was being done concerning Grid Security functionality, but little was being done to ask “is the Grid Secure?”  Grids were beyond a proof of concept activity as real production Grids were being deployed.  It was agreed that it was important to ensure that the software being deployed was secure and being deployed in a secure manner. 

We started tackling Grid Security Vulnerability issues using GridPP funded effort and some best efforts volunteers. We setup a database for logging issues, and informed the LCG Security Contacts of any that were not fixed after 45 days.  

We succeeded in persuading the EGEE management to include the Grid Security Vulnerability work in the EGEE II proposal and this is now an officially recognised activity in EGEE SA1. We are currently establishing the best way to carry out risk assessments, which we plan to do shortly after issues are submitted, and set a target date for resolution depending on the risk. This should allow issues to be better prioritized and give people more confidence in the system. When the target date is reached the intention is to make information on the issue public, i.e. to move to a “responsible public disclosure” policy. We need management approval for this and the key to obtaining this is to prove we can do good risk assessments. 
Why we started
In early 2005 we were very aware that a lot was being done concerning security functionality, such as Authentication, Authorization, and integrating security middleware with other middleware packages. But little was being done to ask "is the Grid Secure?".  We know the Grid isn't perfect, some vulnerabilities are being fixed by developers, some are probably waiting to be exploited. It will be really embarrassing if, when the Large Hadron Collider comes on line, we get a serious hack and data cannot be stored or processed. The hackers conference HOPE mentioned Grids, so we know that unfriendly people are aware of us. We are no longer a proof of concept activity, real grids are now being deployed.  If grids were to be used for illegal activities, it will be more than embarrassing, it could cause action to be taken against us. 
Work prior to EGEE II
We decided to use some GridPP2 funded security effort to tackle the Grid Security Vulnerability area.  A 3-pronged approach was originally proposed: A checklist for software development and its deployment, the production of 'Anti-use cases' and  a process to handle Security Vulnerabilities. The largest activity so far has been this tackling of specific vulnerability issues, where we invite people to enter any vulnerability or potential vulnerability issues they become aware of, and we attempt to resolve them.   

The goal of the original Security Vulnerability group was to inform developers and deployment people of potential vulnerability issues as they are identified and encourage them to produce fixes or reduce their impact. The main aim was (and still is) to keep Grids deployed, avoid incidents, and improve Grid Security with time. The idea was that issues that are known internally to the project would be included. We knew we could not fix everything quickly hence we could not make issues public.  Yet some people were worried about the legality of having a list of issues and not making it available to everyone who may deploy the software, so we decided to define a policy and get it approved by GridPP, EGEE, and LCG project management.

The original process for which we got approval was to log issues, and set a Target Date of 45 days. If the issue was not solved by the target date we produced a risk assessment and sent this along with information on the issue to the site security contacts. The vulnerability group did not (and does not yet) make issues public for which there isn't a solution. The security contacts are considered internal to the project. This approach was taken mainly because issues known about as a result of internal knowledge were included, issues were entered by developers (including those resulting from lack of functionality which will not be available in the short term) as well as by anyone else. The idea was to include all issues, not just those discovered by users and system administrators.  If developers know issues are to be made public they might not enter issues they cannot fix quickly.
Achievements and problems 
84 potential issues in total have been entered into the database so far. 18 have been closed, 8 due to being fixed, 9 invalid or not a problem, and 1 as a duplicate. 6 have fixes which are rolling out. 61 reports in total on issues have been sent to the site security contacts. 

The main problem we have experienced is not seeing enough issues closed by the target date. This is partly because not enough priority has gone into investigating and fixing issues, partly because the Target Date is set to a default, so there is a problem prioritizing. Partly it looks worse than it is, as some issues are the result of missing functionality and many are not directly exploitable. Some people who would have been able to do very useful work in the group were unwilling to join because there was no policy for public disclosure of issues.
Improving the process for EGEE II
We persuaded the EGEE project that a Grid Services Vulnerability and Risk assessment task was needed in EGEE II. The stated aim of this task is to "Incrementally make the Grid more secure and thus provide better availability and sustainability of the deployed infrastructure". This recognises that the Grid cannot be made completely secure immediately. The largest activity of this task is the specific issues group, but other activities are defined. 

The process for handling specific issues is being revised to take account of the availability of effort for this activity, some of the problems encountered previously, and the greater maturity of the software. A core group of people will run the process, and a risk assessment team (or RAT) will carry out the risk assessments. The RAT consists of security expert, system administrators, deployment experts and developers. 

The outline plan of the improved process is as follows. Issues may be entered into the database by anyone, but only GSVG members can read or modify them. When an issue is entered it is allocated to a RAT member. The RAT member then checks information on the issue, carries out a risk assessment, and asks at least 2 other RAT members to also carry out an additional risk assessment. This risk assessment is carried out shortly after the issue is entered, not as it approaches the Target Date. The Target Date is set according to the risk. This should improve the prioritizing of issues. The issue is then allocated to the appropriate developer. When the target date is reached information on the issue is made public along with recommended action, regardless of whether a fix is available or not. The reasons for this responsible public disclosure include that it increases confidence in the process, and people are more likely to use it rather than immediately discuss issues on a public mailing list. In order to make information public on the target date we need to get management approval to the new process, and this depends on proving we can do good risk assessments and set appropriate target dates.

Risk Assessments
Risk assessments are obviously the key to the improved process, and we are currently establishing how these are carried out. Under investigation is the "Common Vulnerability Scoring System" (CVSS). This takes account of various factors, such as can the vulnerability be exploited remotely, the access complexity (can it be exploited at will or only in certain circumstances), and whether authentication is needed or not. It then modifies this according to some temporal factors, such as the availability of exploit code, availability of a fix or workaround, and again according to the environment, which can be considered as the Grid. This results in a score between 0 and 10, which provides the possibility of mapping this into a Target Date.

There are limitations of CVSS in the Grid environment, as it is primarily designed for more conventional information systems. In particular, "who can exploit" is restricted to authenticated or not. Yet in the Grid situation, for example, we cannot ignore that a system administrator could setup a system that disrupts the entire Grid.

Site security officers most fear an attack that gives access to the whole site, especially if it can be carried out anonymously. A Denial of Service attack is considered less important. A vulnerability that can be exploited by an authorized user is also considered less important than one that can be exploited without credentials - but we cannot ignore that credentials can be stolen. Nor can we ignore that there may be a rogue system administrator somewhere in those 100s of sites, especially as the Grid is spreading globally. Not all users and system administrators will have the standards of behaviour we tend to expect. 

An important consideration is where an issue lies in the "who can exploit" versus "potential effect" matrix. "Who can exploit" may be someone with Root access, a local account, and authorized user, an authenticated user, someone with no credentials.  "Potential effect", for example, may be to gain system information, local grid service disruption, gain confidential data, unauthorized usage, Grid wide disruption, impersonate another user, attack other systems, gain site access or gain root access. 

We are currently asking RAT members to try making assessments on several issues to see if we can come to an agreement on how issues are assessed and target dates set. We are also having a meeting at CERN to discuss how we handle various issues. When we have established how we will carry out risk assessments and set target dates we will discuss this with the EGEE II Technical Co-ordination Group prior to asking for management approval (PEB) for the biggest change we are making, that is to make information public on the target date regardless of whether a solution is available.
Conclusion

We have successfully moved from a situation just over a year ago where there was no Grid Security Vulnerability activity to one that is now an officially recognised activity in EGEE II (The Grid Services Vulnerability and Risk Assessment task) with allocated effort. There is still work to be done to establish how best to do good risk assessments, set appropriate Target Dates, and move to a responsible public disclosure policy, but the aim is to complete this within the next 3 to 6 months. 
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