
Proforma-2: GridPP Security Middleware
1. Overview
1.1 Rationale
Security is one of the most fundamental aspects of Grid operation, ranging from the need to manage large distributed virtual organisations down to developing a truly Grid oriented way of allowing access to local resources within compute and storage clusters. During GridPP1, GridPP members have demonstrated expertise and leadership by being at the forefront of developing such access control mechanisms, and by achieving leadership roles within the GGF and the EDG/LCG projects. This programme builds on that success, with further pioneering but necessary developments which can be expected to provide early and practical benefit to the GridPP, LCG, EGEE and wider UK e-Science communities.

1.2 Overview of programme

The Tasks and Deliverables sections of this programme describe 2.5 GridPP-funded FTEs working on software development and 1.0 FTE on security coordination, QA and documentation for the three-year duration of GridPP2. The final task contains a description of an additional 2.0 FTEs of software development work, which may be funded by the EU (as part of the DAGGR project) or from other sources if available.

The development tasks of the programme largely address those aspects of Grid Security which enable users to prove their right to use local resources, remote file servers and CPU farms, and which allow sites and organisations to enforce the agreed size of the resources allocated to specific users and groups. These problems have already become pressing issues for the current EU DataGrid Testbed, whose usability is currently limited by the absence of quota and accounting mechanisms.

Authorization has been a significant area of GridPP1 contribution to EDG, especially in local Access Control. This work will be extended into Usage Control, using the existing GridSite framework and the SlashGrid prototype as a basis. These systems provide useful middleware, and are good testbeds for development of generalised toolkits which can be applied to other systems. (For example, during GridPP1, the Grid Access Control Lists system was prototyped with GridSite and then taken up by EDG in this way.)

The programme also includes a major contribution to the LHC Computing Grid project by supporting the continued leadership of its Security group. This group, with members drawn from site security officers, resource managers, experiments and security middleware experts is charged with advising the LCG Grid Deployment Board on all matters related to security.

The LCG, of which GridPP is a major component, is one of the first Grids to perform large-scale production quality Grid computing across major facilities from many different security domains. The move from Grid testbeds to LCG production requires many improvements and changes to the security infrastructure not only in terms of security middleware and tools, but also in policies and procedures. Virtual organisations and institutes have to define, agree and implement robust security mechanisms and policies to enable the building and maintenance of trust between the various bodies involved. Achieving this will require close collaboration between the partners.

1.3 Specific Tasks

1.3.1 Task 1: Local Access Control (1.0 FTE)

The task will further develop the Grid Access Control List (GACL) system and associated GACL handling libraries for C/C++ and Java environments.  Initial versions of these were produced by GridPP and are used in the EDG WP1 Logging and Bookkeeping, WP4 EDG Gatekeeper, and WP5 Storage Element and the GridSite and SlashGrid prototypes discussed below. Part of this subtask will involve co-ordination of GACL development with other access control language work, via the Global Grid Forum OGSA Authorization Working Group, co-chaired by Andrew McNab of Manchester HEP. This group is expected to recommend an XACML based authorization language, and this task will produce implementations which track these developments and make them available to GridPP, LCG and application builders.

This task will also integrate these changes with the GridSite fileserver and SlashGrid file system frameworks, and produce self-contained implementations which are both useful and illustrative testbeds of these technologies. Improvements to these products will also be made to meet requirements for robustness and performance needed for large scale deployment.
1.3.2 Task 2: Local Usage Control (1.0 FTE)

The second task has a similar structure to the first, but concentrates on Usage rather than Access Control, by which we mean the control of the amount of resources available to a user, job or process, rather than the decision whether to allow access to a specific site, host or file. This envisages initially mapping the permitted usage, quotas and limits of a given Grid identity to local Unix usage limit mechanisms. In parallel with this, a language or description of these properties will be developed for administrators to specify permitted usage. Finally, the GridSite and SlashGrid system will be extended to enforce these systems. The work of this task should continue the collaboration with the GGF Accounting work being led by the North West e-Science Centre and Manchester Computing.

1.3.3 Task 3: Virtual Organization Tools (0.5 FTE)
GridSite was originally developed to manage the GridPP web pages, and the system includes tools for organizations to manage shared websites, fileservers and Virtual Organization membership services. This task will improve the user interface and functionality of this system, and provide a flexible, easy to install system which small organizations (such as High Energy Physics groups at universities) can use to manage their group’s participation in Grids, but which can nevertheless be scaled up to organizations the size of GridPP or a large HEP experiment.

This will also include personal areas managed by individual users which are accessible through the web, from the command line, via distributed file systems like AFS or from jobs running at remote locations. This will effectively be a “grid home directory” and is a generalisation of the BaBar Grid use of AFS servers at home institutes as a place for jobs to return their output. Associated with this will be the management of private groups by individuals, to allow for ad-hoc group creation.

Finally, this task will add tools to GridSite’s VO management to allow VO managers to divide their global quotas, available resources and limits between subgroups and users, and to publish this information to member sites and users. This requires an intuitive user interface. Since there are standards for these functions being developed, especially in the Usage Record, Resource Usage Service and Grid Economic Services Architecture working groups of GGF, this system will converge on those standards as they emerge.

(It should be noted that this task does not itself provide any Grid-wide economic model, economic brokering, or cost negotiation. Those dynamic functions will be provided by tasks within the Resource and Data Management areas of GridPP2 and related projects.)

1.3.4 Task 4: Security coordination, policies, quality assurance and documentation (1.0 FTE)
This task is a major UK contribution to the CERN LHC Computing Grid project, LCG. GridPP has an established leadership role in the coordination of Grid security across all areas of the DataGrid project.  This expertise has been applied to the LCG project via the creation and leadership of the LCG Security group and this GridPP2 task will continue that work. The LCG Security group, with members drawn from site security officers, resource managers, experiments and security middleware experts is charged with advising the LCG Grid Deployment Board on all matters related to security.

The topics to be considered by the LCG security group include, but are not limited to, the development of policies, procedures and software for user registration, certification authorities, VO management, authentication, authorization, User Rules, firewalls, incident response and auditing.

This task will include working closely with the GridPP/LCG/EGEE Tier 0/1/2 centres and other Grids, participation in GGF security working groups, strengthening the existing connections to the UK core e-Science programme and close interaction with the Grid operations teams at CCLRC and elsewhere. The work-plan includes participation in the development of the necessary security tools for secure Grid operations. The details of this work will need to be determined by the requirements of the LCG project following analysis of the available software and plans of other projects. There are many areas where tools are either not available or immature, for example in user registration and the management of the large LHC virtual organisations. This post will collaborate with the other tasks in security middleware development and others in LCG/EGEE in this and other areas.

Emphasis will be on the delivery of production quality security middleware and to this end significant attention will be paid to software quality, robustness, maintainability and fault tolerance. This task will work with tasks 1 to 3 to ensure that all GridPP developed security middleware is of high quality and that appropriate QA policies are followed. The post will also contribute to the maintenance of all documentation including web pages and will ensure that the whole body of documentation is sufficient. 

1.3.5 Container environments and Grid Services (external funding)

This task will be possible if other funding sources are available, such as the DAGGR proposal for EU FP6 funding.

SlashGrid and GridSite already provide a degree of “static” virtualisation, where resources presented to users are not in simple correspondence with files physically on disk etc. This task will extend this feature by providing for the dynamic, on-demand creation of security environments for jobs and user processes using Grid Services technologies.  In the case of SlashGrid, this will not only provide solid, security containers for native binaries, but will also allow the environment they see to be dynamically tailored to their requirements (for example, the set of system libraries which appear to be installed.)

2. Deliverables

2.1 Task 1 Local Access Control (1.0 FTE)

Month 6
Hardening of GridSite and SlashGrid for bulk file handling

Month 12
XACML policy language specification 

Month 18
XACML and C/C++/Java support via GACL API

Month 24
Updates integrated into SlashGrid and GridSite releases

Month 30
Further performance and robustness requirements/improvements

Month 36
Final release of standards-based GridSite/GACL library

2.2 Task 2 Local Usage Control (1.0 FTE)

Month 6
Requirements gathering for Usage Control

Month 12
Prototype application of Usage Control to services

Month 18
Prototype XML representation of Usage Control

Month 24
SlashGrid and GridSite releases with support for Usage Control

Month 30
Co-ordination of standards with GGF etc accounting groups

Month 36
Final release, including reporting usage to Virtual Organization

2.3 Task 3 Virtual Organization Tools (0.5 FTE)

Month 6
Integration of VOMS interface to GridSite lightweight groups

Month 12
Improvements to GridSite user interface after users survey

Month 18
Ad-hoc group creation and user tools

Month 24
Prototype usage control/reporting in GridSite

Month 30
Implementation of further requirements after initial deployment
Month 36
Final release of standards-based VO usage administration

2.4 Task 4: Security coordination, policies, quality assurance and documentation (1.0 FTE)
M6
Define the relationship of LCG security coordination to JRA3 and SA1 activities in EGEE

M6
Define and agree QA procedures with tasks 1 to 3.
M9
Contribute to the Security Coordination and Policy issues for the LCG TDR
M12
Complete evaluation of the Security Middleware documentation and propose and implement improvements

M24
Produce a Quality assurance report on all security middleware developments

M30
Coordinate the implementation of LCG security policy and procedures for LCG Phase-2

In addition to the above, quarterly reports will be contributed on the ongoing LCG security coordination, QA and documentation activities.

3. Management Plan

It is proposed that the 2.5 FTE posts associated with tasks 1-3 are placed at Manchester High Energy Physics or in the adjacent North West e-Science Centre. Local monitoring of each task’s progress would be formally reported to GridPP via the future Technical Board structure at quarterly intervals. Since all these posts would be employed directly by the University of Manchester, we would aim to resolve any management problems internally by the redeployment of staff.

It is proposed that the 1.0 FTE post for task 4 be located at CCLRC/RAL. As above, local monitoring and management of the progress would be reported to GridPP, via Manchester who would lead the security area. Manchester and CCLRC would collaborate closely to fix any management problems.



























































































































































